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Top Stories 

 JPMorgan Chase & Co. stated October 2 that a cyberattack against the company’s systems 

compromised the customer information of around 76 million households and 7 million 

small businesses. – Associated Press (See item 5)  
 

 A former executive at Foundry Networks was found guilty October 2 on charges of insider 

trading for passing along nonpublic information, allowing a former Artis Capital 

Management LP analyst and over a dozen others to make over $27 million in illicit profits. 

– Bloomberg News (See item 6)  

 More than 800 flights were canceled at Chicago’s O’Hare International Airport and 

Midway International Airport October 2 due to severe weather and system issues caused by 

a September 26 fire at an Aurora, Illinois control center. – Reuters (See item 9)  

 An October 2 storm caused the cancellation of classes at the University of Texas at 

Arlington, and closure of schools in the Dallas-metro area after roughly 180,000 customers 

lost power. – Dallas Business Journal (See item 26)  
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Energy Sector 
 

1. October 3, Associated Press – (Alaska) Fire at offshore gas platform prompts 

evacuation. Authorities are investigating an October 2 fire at the Hilcorp Alaska LLC-

owned Baker platform in Cook Inlet in Anchorage that prompted the evacuation of four 

workers and the shutdown of the production well and subsurface pipeline. No injuries 

were reported and authorities believe environmental risk is minimal. 

Source: http://www.denverpost.com/breakingnews/ci_26655459/fire-at-offshore-gas-

platform-prompts-evacuation 

 

 For another story, see item 26 

 

[Return to top] 

 

Chemical Industry Sector 

 Nothing to report 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 

 

[Return to top]  

 

Critical Manufacturing Sector 

2. October 2, WCBS 2 New York City; Associated Press – (International) Over 117,000 

vehicles affected by latest GM recall. General Motors announced a recall October 2 

for 117,651 model year 2013-2014 Buick Enclave, Cadillac CTS, Escalade, Escalade 

ESV, Chevrolet Express, Silverado, Suburban, Tahoe, Traverse, GMC Acadia, Savana, 

Sierra, Yukon, and Yukon XL vehicles due to the potential for metal slivers in the 

vehicles’ chassis control modules to cause an electrical short, leading to a stall. The 

recall includes 97,540 vehicles in the U.S., including some unsold vehicles.  

 Source: http://newyork.cbslocal.com/2014/10/02/over-117000-vehicles-affected-by-

latest-gm-recall/  

 

3. October 2, U.S. Department of Labor – (Ohio) OSHA cites Certified Heat Treating 

Inc. after supervisor fatally injured at Miamisburg, Ohio, plant. The Occupational 

Safety and Health Administration cited Certified Heat Treating Inc., for 10 serious 

safety violations at its Miamisburg facility following an inspection prompted by the 

fatal injury of an employee. Proposed fines totaled $64,000.  

 Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=26817 

 

http://www.denverpost.com/breakingnews/ci_26655459/fire-at-offshore-gas-platform-prompts-evacuation
http://www.denverpost.com/breakingnews/ci_26655459/fire-at-offshore-gas-platform-prompts-evacuation
http://newyork.cbslocal.com/2014/10/02/over-117000-vehicles-affected-by-latest-gm-recall/
http://newyork.cbslocal.com/2014/10/02/over-117000-vehicles-affected-by-latest-gm-recall/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26817
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=26817
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 For another story, see item 7 

 

[Return to top]  

 

Defense Industrial Base Sector 

Nothing to report 
 

[Return to top]  

 

Financial Services Sector 

4. October 3, WFTX 4 Fort Myers – (Florida) Deputies seize over 400 fake credit cards. 

Lee County deputies arrested a man during a traffic stop after finding over 400 

counterfeit credit cards in his possession. Officials stated that the fraudulent cards could 

have been worth over $4.1 million.  

 Source: http://www.jrn.com/fox4now/news/Deputies-seize-over-400-fake-credit-cards-

278009891.html 

 

5. October 2, Associated Press – (National) 76M households hit by JPMorgan data 

breach. JPMorgan Chase & Co. stated October 2 that a large cyberattack against the 

company’s systems compromised the customer information of around 76 million 

households and 7 million small businesses. The attack was discovered in August and 

began as early as June and compromised customers’ names, addresses, email addresses, 

and phone numbers but the bank stated that there was no evidence that the breach 

included account information.  

 Source: https://finance.yahoo.com/news/jpmorgan-says-data-breach-affected-

210556038.html 

 

6. October 2, Bloomberg News – (New York) Ex-Foundry Networks official guilty of 

passing tips. A former executive at Foundry Networks was found guilty October 2 on 

charges of insider trading for passing along nonpublic information about Foundry 

Networks’ acquisition by Brocade Communications Systems Inc., allowing a former 

Artis Capital Management LP analyst and over a dozen others to make over $27 

million in illicit profits.  

 Source: http://www.businessweek.com/news/2014-10-02/ex-foundry-networks-official-

guilty-of-passing-tips 

 

7. October 2, KABC 7 Los Angeles – (California) Chase driver identified as ‘Hills 

Bandit’ bank robbery suspect. A man who led police on a chase while driving a 

truckload of steel allegedly stolen from a steel business in Santa Fe Springs was 

arrested and identified by police as the suspect known as the “Hills Bandit” responsible 

for up to 10 bank robberies in Orange County, San Diego, and Santa Barbara.  

 Source: http://abc7.com/news/chase-suspect-ided-as-hills-bandit-bank-robber/334292/ 

 

[Return to top]  

 

http://www.jrn.com/fox4now/news/Deputies-seize-over-400-fake-credit-cards-278009891.html
http://www.jrn.com/fox4now/news/Deputies-seize-over-400-fake-credit-cards-278009891.html
https://finance.yahoo.com/news/jpmorgan-says-data-breach-affected-210556038.html
https://finance.yahoo.com/news/jpmorgan-says-data-breach-affected-210556038.html
http://www.businessweek.com/news/2014-10-02/ex-foundry-networks-official-guilty-of-passing-tips
http://www.businessweek.com/news/2014-10-02/ex-foundry-networks-official-guilty-of-passing-tips
http://abc7.com/news/chase-suspect-ided-as-hills-bandit-bank-robber/334292/
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Transportation Systems Sector 

8. October 3, KTRK 13 Houston – (Texas) Overturned FedEx truck shuts down East 

Freeway at I45. An overturned FedEx semi-truck shut down Interstate 10 East 

Freeway in Houston for 3 hours October 3. It is unclear what caused the accident. 

 Source: http://abc13.com/traffic/overturned-fedex-truck-blocks-east-freeway/335030/  

 

9. October 2, Reuters – (Michigan) More than 800 flights canceled in Chicago due to 

weather, fire issues. More than 525 flights were canceled at O’Hare International 

Airport and nearly 300 flights were canceled at Midway International Airport October 

2 due to severe weather conditions and system issues caused by a September 26 fire at 

an Aurora, Illinois control center.  

 Source: http://www.reuters.com/article/2014/10/02/us-usa-chicago-weather-

idUSKCN0HR1QA20141002  

 

10. October 2, Orlando Sentinel – (Florida) No bombs found on Lake transit buses, 

service resumes. LakeXpress bus service has resumed in Lake County after a bomb 

threat halted service October 2 when a LakeXpress bus driver was approached by two 

unknown males on bicycles and told that there was a bomb on one of the buses in the 

Leesburg area. A bomb squad reported to the scene and searched eight buses and 

determined there were no suspicious devices or packages 

 Source: http://www.orlandosentinel.com/news/lake/os-lakexpress-bomb-threat-

20141002-story.html  

 

11. October 2, KXAS 5 Fort Worth – (Texas) American Eagle flight makes emergency 

landing at Dallas-Fort Worth International Airport. Passengers on an American 

Eagle flight traveling from Waco to Dallas were evacuated on the runway at Dallas-

Fort Worth International Airport when the pilot declared an emergency after smoke 

was reported in the galley. The plane landed safely and three passengers were treated at 

the scene for minor injuries. 

 Source: http://www.nbcdfw.com/news/local/American-Eagle-Flight-Makes-

Emergency-Landing-at-Dallas-Fort-Worth-International-Airport-277961691.html 

 

12. October 2, WBAL 11 Baltimore – (Maryland) US Route 29 reopens after dump truck 

crash. A portion of U.S. Route 29 in Howard County was closed for 7 hours in both 

directions October 2 when a dump truck lost control and overturned, causing the 

contents to spill out onto the roadway and trapping the driver inside the vehicle for 

more than 2 hours before he was extricated by emergency personnel and flown to a 

nearby trauma center. 

 Source: http://www.wbaltv.com/news/us-route-29-shut-down-after-dump-truck-

crash/28371234  

 

13. October 2, WBAY 2 Green Bay – (Wisconsin) Fuel leak closes southbound I-43 for 3 

hours. Southbound lanes on Interstate 43 in Green Bay reopened to traffic October 2 

following a more than 3 hour closure when a semi-truck leaked 50 gallons of fuel onto 

the roadway.  

 Source: http://www.wbay.com/story/26691491/2014/10/02/fuel-leak-closes-

http://abc13.com/traffic/overturned-fedex-truck-blocks-east-freeway/335030/
http://www.reuters.com/article/2014/10/02/us-usa-chicago-weather-idUSKCN0HR1QA20141002
http://www.reuters.com/article/2014/10/02/us-usa-chicago-weather-idUSKCN0HR1QA20141002
http://www.orlandosentinel.com/news/lake/os-lakexpress-bomb-threat-20141002-story.html
http://www.orlandosentinel.com/news/lake/os-lakexpress-bomb-threat-20141002-story.html
http://www.nbcdfw.com/news/local/American-Eagle-Flight-Makes-Emergency-Landing-at-Dallas-Fort-Worth-International-Airport-277961691.html
http://www.nbcdfw.com/news/local/American-Eagle-Flight-Makes-Emergency-Landing-at-Dallas-Fort-Worth-International-Airport-277961691.html
http://www.wbaltv.com/news/us-route-29-shut-down-after-dump-truck-crash/28371234
http://www.wbaltv.com/news/us-route-29-shut-down-after-dump-truck-crash/28371234
http://www.wbay.com/story/26691491/2014/10/02/fuel-leak-closes-southbound-i-43-for-3-hours
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southbound-i-43-for-3-hours  

 

[Return to top]  

 

Food and Agriculture Sector 

14. October 2, Food Safety News – (California) California restaurant briefly shut down 

after being linked to Shigella outbreak. Zov’s Restaurant in Irvine was ordered to 

temporarily close for several hours October 1 after health officials linked the restaurant 

to 4 customers that tested positive for Shigella after they dined there September 16 – 

September 22. The restaurant reopened after it underwent a deep-cleaning, disposed of 

ready-to-eat foods, and hired a temporary, replacement staff.  

 Source: http://www.foodsafetynews.com/2014/10/california-restaurant-briefly-shut-

down-after-being-linked-to-shigella-outbreak 

 

15. October 2, Chicago Tribune – (Illinois) Security guard in custody after barricading 

himself in Bartlett plant. A security guard employed by Rana Meal Solutions in 

Bartlett was taken into custody October 2 after he barricaded himself inside the pasta 

factory for more than 5 hours while making claims that he had an explosive device. The 

factory and two adjacent buildings were evacuated while police investigated the 

incident. 

 Source: http://www.chicagotribune.com/news/local/breaking/chi-police-man-

barricaded-in-bartlett-plant-claims-to-have-bomb-20141002-story.html 

 

16. October 2, U.S. Department of Agriculture – (California; Hawaii) California firm 

recalls pork blood product produced without benefit of inspection. The Food 

Safety and Inspection Service announced October 2 that California-based Olson Meat 

issued a recall for about 160 pounds of its Pork Blood with Vinegar product because it 

was incorrectly produced without the benefit of federal inspection and outside regular 

inspection hours. The product was packaged in 1-gallon jugs and cases were shipped 

September 10 to a single retailer in Hawaii.  

 Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-

alerts/recall-case-archive/archive/2014/recall-064-2014-release 

 

17. October 2, Reuters – (California) Four California teenagers arrested over chicken 

slaughter. Four teens were arrested and charged October 1 with burglary and felony 

cruelty to animals for allegedly bludgeoning 920 chickens to death at the Foster Farms 

poultry facility in Caruthers in September. 

 Source: http://www.reuters.com/article/2014/10/02/us-usa-california-chickens-

idUSKCN0HR22W20141002 

 

[Return to top] 

 

Water and Wastewater Systems Sector 

18. October 3, Cherokee County Herald – (Georgia) Sewer spill reported near 200 block 

of North Avenue. The Rome-Floyd County Sewer Division reported that an estimated 

http://www.wbay.com/story/26691491/2014/10/02/fuel-leak-closes-southbound-i-43-for-3-hours
http://www.foodsafetynews.com/2014/10/california-restaurant-briefly-shut-down-after-being-linked-to-shigella-outbreak
http://www.foodsafetynews.com/2014/10/california-restaurant-briefly-shut-down-after-being-linked-to-shigella-outbreak
http://www.chicagotribune.com/news/local/breaking/chi-police-man-barricaded-in-bartlett-plant-claims-to-have-bomb-20141002-story.html
http://www.chicagotribune.com/news/local/breaking/chi-police-man-barricaded-in-bartlett-plant-claims-to-have-bomb-20141002-story.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-064-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-064-2014-release
http://www.reuters.com/article/2014/10/02/us-usa-california-chickens-idUSKCN0HR22W20141002
http://www.reuters.com/article/2014/10/02/us-usa-california-chickens-idUSKCN0HR22W20141002
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10,000 gallons of sewage was discharged into an unnamed tributary that leads to 

Burwell Creek October 1 due to roots in the sewer main.  

 Source: http://www.northwestgeorgianews.com/cherokee_county/news/local/sewer-

spill-reported-near-block-of-north-avenue/article_e41173ea-499f-11e4-bec1-

001a4bcf6878.html 

 

19. October 2, Waterloo-Cedar Falls Courier – (Iowa) Power failure causes wastewater 

discharge at Cedar Falls. A power failure at a treatment plant in Cedar Falls caused 

the plant to release 150,000 gallons of untreated wastewater into the Cedar River 

October 2 when a backup generator failed to start. Officials from the Iowa Department 

of Natural Resources are monitoring the situation.  

 Source: http://wcfcourier.com/news/local/power-failure-causes-wastewater-discharge-

at-cedar-falls/article_634791bd-5192-548e-9ff6-90f92e2c062f.html  

 

20. October 2, U.S. Environmental Protection Agency – (California) EPA announces $183 

million to improve water quality, infrastructure in California. Officials from the 

U.S. Environmental Protection Agency announced October 2 that $183 million from 

the federal government will go to California to help build water quality projects that 

will include reducing water pollution, improving municipal drinking water and 

wastewater infrastructure, making water and energy projects more efficient, and 

providing assistance to communities. 

 Source: 

http://yosemite.epa.gov/opa/admpress.nsf/0/11F36193E02D355785257D650067F727  

 

21. October 2, Bloomington-Normal Pantagraph – (Illinois) Chatsworth water service 

restored. Water service was restored to residents in Chatsworth after a water main 

break shut down the water service for 7 hours. The town remains under a boil water 

advisory until further notice. 

 Source: http://www.pantagraph.com/news/local/chatsworth-water-service-

restored/article_fce0b57c-32e7-54b2-8b6f-d4afa99052a2.html  

 

22. October 2, KING 5 Seattle; Associated Press – (Washington) Mercer Island issues 

second boil order for E.Coli. The city of Mercer Island issued a second boil water 

advisory after a water sample returned positive for E.coli October 2 and forced the 

closure of 62 restaurants until further notice following a previous boil water advisory 

that was lifted September 29. The source of the contamination remains unknown and 

officials are investigating.  

 Source: http://www.king5.com/story/news/local/2014/10/02/e-coli-back-in-mercer-

island/16598791/  

 

[Return to top]  

 

Healthcare and Public Health Sector 

23. October 3, Associated Press – (New Hampshire) Hospital says more than 200 

workers, patients, visitors may’ve been exposed to scabies. Dartmouth-Hitchcock 

Medical Center in Lebanon, New Hampshire, informed about 200 employees, patients, 

http://www.northwestgeorgianews.com/cherokee_county/news/local/sewer-spill-reported-near-block-of-north-avenue/article_e41173ea-499f-11e4-bec1-001a4bcf6878.html
http://www.northwestgeorgianews.com/cherokee_county/news/local/sewer-spill-reported-near-block-of-north-avenue/article_e41173ea-499f-11e4-bec1-001a4bcf6878.html
http://www.northwestgeorgianews.com/cherokee_county/news/local/sewer-spill-reported-near-block-of-north-avenue/article_e41173ea-499f-11e4-bec1-001a4bcf6878.html
http://wcfcourier.com/news/local/power-failure-causes-wastewater-discharge-at-cedar-falls/article_634791bd-5192-548e-9ff6-90f92e2c062f.html
http://wcfcourier.com/news/local/power-failure-causes-wastewater-discharge-at-cedar-falls/article_634791bd-5192-548e-9ff6-90f92e2c062f.html
http://yosemite.epa.gov/opa/admpress.nsf/0/11F36193E02D355785257D650067F727
http://www.pantagraph.com/news/local/chatsworth-water-service-restored/article_fce0b57c-32e7-54b2-8b6f-d4afa99052a2.html
http://www.pantagraph.com/news/local/chatsworth-water-service-restored/article_fce0b57c-32e7-54b2-8b6f-d4afa99052a2.html
http://www.king5.com/story/news/local/2014/10/02/e-coli-back-in-mercer-island/16598791/
http://www.king5.com/story/news/local/2014/10/02/e-coli-back-in-mercer-island/16598791/
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and visitors that visited the hospital’s hematology/oncology unit that they may have 

been exposed to scabies after a patient was found to have the skin condition. The 

hospital reported that a worker tested positive for the disease after the patient entered 

the facility August 14 but was not properly diagnosed and isolated until September 26. 

 Source: 

http://www.tribtown.com/view/story/119e9335ce324562a6cbc852fd5d8566/NH--

Scabies-Patient 

 

24. October 2, Cincinnati Enquirer – (Cincinnati) Several floors evacuated, 1 injured at 

UC hospital fire. A basement fire prompted the evacuation of several floors of the 

University of Cincinnati Medical Center in Ohio October 2 after heavy smoke was 

reported in the building. Officials announced that patients would be allowed to re-enter 

the building once the smoke cleared. 

 Source: http://www.cincinnati.com/story/news/2014/10/02/fire-uc-medical-

center/16576595/ 

 

25. October 2, Lancaster Online – (Pennsylvania) 6 taken to hospital, dozens evacuated 

at health center due to mysterious odor. Six staff members were transported to an 

area hospital while about 20 others were evaluated on-site due to an unknown odor that 

caused irritation to eyes and throats and prompted the evacuation of Southeast 

Lancaster Health Services in Pennsylvania October 2. Firefighters were unable to 

determine the source of the odor and the health center closed for the remainder of the 

day. 

 Source: http://lancasteronline.com/news/local/taken-to-hospital-dozens-evacuated-at-

health-center-due-to/article_e5cb9a20-4a36-11e4-9743-0017a43b2370.html 

[Return to top]  

 

Government Facilities Sector 

26. October 3, Dallas Business Journal – (Texas) Arlington ISD, UT Arlington close 

campuses in wake of Thursday’s storm. An October 2 storm that produced strong 

winds and heavy rain caused the closure of all schools in the Arlington, Texas school 

district, the cancellation of classes at the University of Texas at Arlington, the closure 

of 6 campuses in the Richardson and Mesquite Independent School District, and the 

closure of 41 Dallas Independent School campuses after roughly 180,000 customers 

lost power. 

 Source: http://www.bizjournals.com/dallas/blog/morning_call/2014/10/arlington-isd-ut-

arlington-close-campuses-in-wake.html 

 

27. October 3, WTXL 27 Tallahassee – (Florida) School bus crash leaves six minors 

injured. Six students were injured when a Gadsden County School bus ran off the road 

after it was side-swiped by another vehicle on southbound Dewey Johnson Way near 

Williams Street October 2. 

 Source: http://www.wtxl.com/news/school-bus-crash-leaves-six-minors-

injured/article_a6d505c0-4aa1-11e4-885b-001a4bcf6878.html 

 

http://www.tribtown.com/view/story/119e9335ce324562a6cbc852fd5d8566/NH--Scabies-Patient
http://www.tribtown.com/view/story/119e9335ce324562a6cbc852fd5d8566/NH--Scabies-Patient
http://www.cincinnati.com/story/news/2014/10/02/fire-uc-medical-center/16576595/
http://www.cincinnati.com/story/news/2014/10/02/fire-uc-medical-center/16576595/
http://lancasteronline.com/news/local/taken-to-hospital-dozens-evacuated-at-health-center-due-to/article_e5cb9a20-4a36-11e4-9743-0017a43b2370.html
http://lancasteronline.com/news/local/taken-to-hospital-dozens-evacuated-at-health-center-due-to/article_e5cb9a20-4a36-11e4-9743-0017a43b2370.html
http://www.bizjournals.com/dallas/blog/morning_call/2014/10/arlington-isd-ut-arlington-close-campuses-in-wake.html
http://www.bizjournals.com/dallas/blog/morning_call/2014/10/arlington-isd-ut-arlington-close-campuses-in-wake.html
http://www.wtxl.com/news/school-bus-crash-leaves-six-minors-injured/article_a6d505c0-4aa1-11e4-885b-001a4bcf6878.html
http://www.wtxl.com/news/school-bus-crash-leaves-six-minors-injured/article_a6d505c0-4aa1-11e4-885b-001a4bcf6878.html
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28. October 2, Lower Hudson Valley Journal News – (New York) Rockland Community 

College: Bomb threat proves false. Rockland Community College in the town of 

Ramapo was evacuated for approximately 8 hours October 2 due to an emailed bomb 

threat that prompted the cancellation of daytime classes. Police searched the exterior 

grounds and all 16 buildings on campus before clearing the scene and determining the 

threat was a hoax. 

 Source: http://www.lohud.com/story/news/crime/2014/10/02/rockland-community-

college-bomb-threat-evacuation/16582565/ 

 

29. October 2, Lynn Daily Item – (Massachusetts) Swampscott High, senior center 

evacuated after threat. Authorities are investigating after a bomb threat caused the 

evacuation and closure of Swampscott High School and a connected senior center in 

Massachusetts October 2. 

 Source: http://www.itemlive.com/news/update-swampscott-high-senior-center-

evacuated-after-threat/article_a19176f6-4a43-11e4-a0e4-633f29444768.html 

 

30. October 2, WKYC 3 Cleveland – (Ohio) Lorain school closed due to gas leak; 

students to relocate. Students and staff at Admiral King Elementary School in Lorain 

will be moved to other schools beginning October 6 after a gas leak prompted the 

closure of the school September 30. Officials reported that the leak is of an unknown 

origin. 

 Source: http://www.wkyc.com/story/news/local/lorain-county/2014/10/02/lorain-

school-closed/16610715/ 

 

31. October 2, KIRO 7 Seattle – (Washington) Mason County courthouse evacuated for 

bomb threat. A bomb threat triggered the nearly 4 hour evacuation of the Mason 

County courthouse in Shelton October 2 before police cleared the scene. Authorities are 

investigating the incident. 

 Source: http://www.kirotv.com/news/news/mason-county-courthouse-evacuated-bomb-

threat/nhZxf/ 

 

32. October 2, Vero Beach Press Journal – (Florida) Three students were injured in 

Indian River County school bus crash. An Indian River County school bus was rear-

ended by another vehicle on northbound Interstate 95 in St. Lucie County October 2 

leaving 3 students and 1 adult injured. 

 Source: http://www.tcpalm.com/news/local-news/st-lucie-county/three-students-were-

injured-in-indian-river-county-school-bus-crash_04550614 

 

33. October 2, Yavapai County Daily Courier – (Arizona) Suspected explosive device 

discovered at DCS building inert, police say. The Arizona Department of Child 

Safety (DCS) administrative office in Prescott and 11 other businesses were evacuated 

for 7 hours October 2 after a security guard discovered a suspicious device at the DCS 

office. Police cleared the scene after examining the device and determining that it did 

not pose a threat. 

 Source: 

http://dcourier.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=136764 

http://www.lohud.com/story/news/crime/2014/10/02/rockland-community-college-bomb-threat-evacuation/16582565/
http://www.lohud.com/story/news/crime/2014/10/02/rockland-community-college-bomb-threat-evacuation/16582565/
http://www.itemlive.com/news/update-swampscott-high-senior-center-evacuated-after-threat/article_a19176f6-4a43-11e4-a0e4-633f29444768.html
http://www.itemlive.com/news/update-swampscott-high-senior-center-evacuated-after-threat/article_a19176f6-4a43-11e4-a0e4-633f29444768.html
http://www.wkyc.com/story/news/local/lorain-county/2014/10/02/lorain-school-closed/16610715/
http://www.wkyc.com/story/news/local/lorain-county/2014/10/02/lorain-school-closed/16610715/
http://www.kirotv.com/news/news/mason-county-courthouse-evacuated-bomb-threat/nhZxf/
http://www.kirotv.com/news/news/mason-county-courthouse-evacuated-bomb-threat/nhZxf/
http://www.tcpalm.com/news/local-news/st-lucie-county/three-students-were-injured-in-indian-river-county-school-bus-crash_04550614
http://www.tcpalm.com/news/local-news/st-lucie-county/three-students-were-injured-in-indian-river-county-school-bus-crash_04550614
http://dcourier.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=136764
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 [Return to top]  

 

Emergency Services Sector 

34. October 2, WBBH 20 Fort Myers – (Florida) Envelope causes evacuation at LCSO 

substation. Operations at the Lee County Sheriff’s substation in North Fort Myers 

were suspended for more than 2 hours October 2 due to a suspicious package brought 

in by a man. Police deemed the package safe once they determined nothing suspicious 

or toxic was inside. 

 Source: http://www.nbc-2.com/story/26688638/lcso-investigating-suspicious-package-

at-substation 

[Return to top] 

 

Information Technology Sector 

35. October 3, Softpedia – (International) CryptoWall 2.0 available in the wild, has new 

obfuscator. A 2.0 version of the CryptoWall ransomware has been spotted in the wild 

by researchers and includes the use of the Tor network for communicating with 

command and control servers and a new obfuscator to prevent analysis and debugging.  

Source: http://news.softpedia.com/news/CryptoWall-2-0-Available-In-the-Wild-Has-

New-Obfuscator-460927.shtml 

 

36. October 3, Help Net Security – (International) Destructive Android trojan poses as 

newest Angry Birds game. Researchers with Doctor Web identified a piece of 

destructive Android malware detected as Android.Elite.1.origin that poses as an 

unreleased Angry Birds game app and once installed deletes a device’s data, blocks 

communications programs, and sends out a high volume of messages to all contacts on 

the device.  

Source: http://www.net-security.org/malware_news.php?id=2877 

 

37. October 2, Securityweek – (International) “BadUSB” code published. Two researchers 

presenting at the Derbycon 4.0 conference reverse-engineered USB firmware to launch 

various attacks and posted the attack code online. The flaw in USB firmware that 

enables the attack was first revealed at the Black Hat conference but the attack code 

was not released at that time.  

Source: http://www.securityweek.com/badusb-code-published 

 

38. October 2, Threatpost – (International) Second same-origin policy bypass flaw 

haunts Android browser. A researcher identified and reported a same-origin policy 

bypass vulnerability in the Android browser in versions prior to 4.4 that could allow an 

attacker to steal data from a user’s browser. Google issued a patch for the vulnerability 

for users of Android 4.1-4.3 in late September. 

Source: http://threatpost.com/second-same-origin-policy-bypass-flaw-haunts-

android-browser 

 

http://www.nbc-2.com/story/26688638/lcso-investigating-suspicious-package-at-substation
http://www.nbc-2.com/story/26688638/lcso-investigating-suspicious-package-at-substation
http://news.softpedia.com/news/CryptoWall-2-0-Available-In-the-Wild-Has-New-Obfuscator-460927.shtml
http://news.softpedia.com/news/CryptoWall-2-0-Available-In-the-Wild-Has-New-Obfuscator-460927.shtml
http://www.net-security.org/malware_news.php?id=2877
http://www.securityweek.com/badusb-code-published
http://threatpost.com/second-same-origin-policy-bypass-flaw-haunts-android-browser
http://threatpost.com/second-same-origin-policy-bypass-flaw-haunts-android-browser
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

39. October 2, Syracuse Journal-Democrat – (Nebraska) Water shuts down 

communications for some local businesses. Full Windstream Communications 

telephone and Internet service was restored to as many as 100 customers in Syracuse, 

Nebraska, October 1 following an outage that occurred September 30 due to heavy 

rains that soaked the cable lines. 

 Source: http://www.journaldemocrat.com/article/20141002/NEWS/141009958  

 

[Return to top] 

 

Commercial Facilities Sector 

40. October 3, KIRO 7 Seattle – (Washington) Two jump from 3rd-floor balcony to 

escape flames. About 30 residents were displaced from the Mosaic Hills apartment 

complex in Kent by an explosion that developed into a 3-alarm fire October 3. Twenty 

units were damaged by the blaze and two individuals were hospitalized with injuries. 

 Source: http://www.kirotv.com/news/news/breaking-news-two-injured-two-alarm-fire-

apartment/nhbMF/ 

 

41. October 3, WCTI 12 New Bern – (North Carolina) Roads back open following 

Greenville gas leak. More than 200 people were evacuated from the Carriage House 

Apartments and Oakmont Apartments complexes in Greenville October 2 while crews 

capped a natural gas leak behind one of the buildings. Local roadways reopened and 

residents were allowed to return home October 3 after crews made repairs to the line. 

 Source: http://www.wcti12.com/news/greenville-gas-leak-causes-road-closure-

apartment-evacuation/28378164 

 

42. October 2, Orlando Sentinel – (Florida) Chemical fumes: 350 people evacuated, 4 

hospitalized. About 350 people were evacuated from the Gateway Business Park office 

complex in Orange County after an odor from a cleaning chemical circulated 

throughout the building by way of air-conditioning vents October 2. Seventeen workers 

were treated at the scene and four others were hospitalized due to exposure to the 

fumes. 

 Source: http://www.orlandosentinel.com/news/breaking-news/os-fumes-evacuation-

orange-rescue-20141002-story.html 

 

43. October 2, WRHI 1340 AM/94.3 FM Rock Hill – (South Carolina) Rock Hill’s 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.journaldemocrat.com/article/20141002/NEWS/141009958
http://www.kirotv.com/news/news/breaking-news-two-injured-two-alarm-fire-apartment/nhbMF/
http://www.kirotv.com/news/news/breaking-news-two-injured-two-alarm-fire-apartment/nhbMF/
http://www.wcti12.com/news/greenville-gas-leak-causes-road-closure-apartment-evacuation/28378164
http://www.wcti12.com/news/greenville-gas-leak-causes-road-closure-apartment-evacuation/28378164
http://www.orlandosentinel.com/news/breaking-news/os-fumes-evacuation-orange-rescue-20141002-story.html
http://www.orlandosentinel.com/news/breaking-news/os-fumes-evacuation-orange-rescue-20141002-story.html
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Executive Inn residents given until October 10 to move out. About 50 residents of 

the Executive Inn motel in Rock Hill, South Carolina, were ordered to vacate by 

October 10 after city officials ruled October 2 to condemn the site that was deemed 

unfit for human habitation. City inspectors found more than 12 infractions of the local 

housing code, including exposed wires, a broken roof, crumbling stairways, and a 

cockroach infestation. 

 Source: http://www.wrhi.com/2014/10/rock-hills-executive-inn-residents-given-until-

october-10-to-move-out-98878 

 

44. October 2, Associated Press – (Texas) Weather, permits delay apartment 

decontamination. A severe storm and subsequent power outage October 2 delayed the 

start of work by a HAZMAT crew that was hired to decontaminate the Dallas 

apartment where an Ebola-stricken man temporarily resided prior to his diagnosis. 

Crews were expected to start work October 3 after power was restored, additional 

permits were obtained, and residents still living in the unit were relocated. 

 Source: http://www.thestate.com/2014/10/02/3720479/hazardous-material-crews-

decontaminating.html 

 

45. October 2, Cleveland Plain Dealer – (Ohio) Ruptured Stark County oil and natural 

gas pipeline fixed, campers return home. An evacuation order for 170 residents of 

the Springwood Lake Campgrounds in Bethlehem Township was lifted after more than 

11 hours October 2 when crews used a 6-inch clamp to repair a hole in an oil and 

natural gas pipeline that allowed more than 200 gallons of oil to spill October 1. 

Authorities cleared two water wells that were closed due to possible contamination and 

cleaned about 90 percent of the oil that spilled into a lake on the property. 

 Source: 

http://www.cleveland.com/akron/index.ssf/2014/10/ruptured_stark_county_oil_and.ht

ml 

 

For additional stories, see items 5, 22, and 33 

 

[Return to top] 

 

Dams Sector 

 Nothing to report 

 

[Return to top] 

  

http://www.wrhi.com/2014/10/rock-hills-executive-inn-residents-given-until-october-10-to-move-out-98878
http://www.wrhi.com/2014/10/rock-hills-executive-inn-residents-given-until-october-10-to-move-out-98878
http://www.thestate.com/2014/10/02/3720479/hazardous-material-crews-decontaminating.html
http://www.thestate.com/2014/10/02/3720479/hazardous-material-crews-decontaminating.html
http://www.cleveland.com/akron/index.ssf/2014/10/ruptured_stark_county_oil_and.html
http://www.cleveland.com/akron/index.ssf/2014/10/ruptured_stark_county_oil_and.html
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